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1 Initial configuration
1.1 Disclaimer

This simple screenshot-based guide is primarily for familiarization purposes. It uses only
default settings. For the specialized settings required by production systems, consult the main

installation guide for the product.

1.2 Configuring an entrance
1. When AMS is installed, three shortcuts appear on the desktop.

ACE Process
Control

P |1 osen

MAC Control
Console

2. Open the ams shortcut and log in with the default username and password, which are
both Administrator.

3. The system prompts you to change the default password.

—  IMPORTANT: Make careful note of the new password!

2021-12 |V 4.9.1.1 | SBG Application note Bosch Security Systems



AMS Initial configuration: screenshot-based guide Initial configuration | en 5

4. The AMS main menu opens.
Access Management System: Main menu [Administrator] (Demo mode expires: 11/29/2021 05:16:11 PM)
File Edit Data Help

m Personnel data
@ Visitors

g Guard Tours
| | Tour monitoring

r& System data

D.' Reports
E__'n_ Configuration

5. In the AMS main menu, click Configuration > Device Data.
The device editor window opens over the AMS main window, and a popup window
prompts you to enter a Device communication password.

File Edit View Windows
+ X | > o E[O[0o [BE&®Q
= B DMS* DMS-Server Threat level management

Name : [DMS

Description: [DMS Server

Division: | ommen v

Device communication

Set the device communication password for all AMCs of the selected DMS x

A password is required to secure the communication with the AMCs through DTLS.

This device-communication password has to be set for the access control system in the device editor.
F the password for the AMC has been set using the IPConfig tool, then the password in the device editor must match that password.

Password: ‘ “““““ [ show

Confirm password: ‘ ******* |

Password strength: The password is very weak, consider using a stronger one

==

6. Enter a new DCP (Device Communication Password) to secure the communication with
the AMCs. Use the password strength indicator, because this password is crucial to the
security of the entire system.

— IMPORTANT: Make careful note of the new password!
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7. Click the + box to the left of the DMS icon, to unfold the hierarchy.
DevEdit - [System configuration]
File Edit View Windows ?

+ X< <> nE[O]0 5 [Eas

=§® I:’!B DMS-Server Threat level management

" Ha MAC

Name : |DMS

Description: |DMS-Server

Division: | Commen v

Device communication Configured on this device

8. Right-click MAC and select New object from the context menu.
The popup window Define access controller appears.

o

File Edit View Windows 2

+ X[k <> BB |BA&S A
=% Dms MAC

Global access settings System state and threat level

Description: [MACT

Ha MAC

With RMAC: []

Device communication password: Inherited from DMS

Active:
Load devices:
Define access controller X
Paddress: 17 | 0| [0 | [1]
Time zone: |(GMT+01:00) - Amsterdam, Bein|
Lty L AMC 4-R4, Access Modular Controller 4 RS 485 -

AES-Key for SimonsVoss gateways: |

Access sequence check: [] Cancel

Division: |Common

Instance: 1
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9. Select from the drop-down menu in the popup window the type of AMC that you wish to
connect, and click OK.
Tabs appear in the main window for configuring the AMC door controller.

ﬂ DevEdit - [System configuration]
File Edit View Windows ?

+ X[k W BB B &S
=% DMS AMC4-R4 Tnputs Outputs Terminals
=Ha MAC
8= AMC 4-R4-1 Name : [EME 7747

Description: [AMC

Communication to host []
Controller interface

Interface type: | TLS

IF address / host name: |

Port number: (10001

Device communication Inherited from DMS

Bootloader: LCMWOOEZ RUN

Program: |

Powrer supply supervision: []
Mo LAC accounting:

Division: | Common ~

10. Enter the name of your AMC and its IP address or hostname as per your infrastructure

plan.
— If the AMC is physically connected to the network, select the Communication to host

check box.
—  Otherwise leave the check box clear until the AMC is fully configured in software and

hardware.
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11.

12.

Click B (diskette icon) to save your work at any time.
DevEdit - [System configuration]
File Edit View Windows 7

+ x| 4 p HED|0 |28 S

=% DMs AMC 4-R4  Inputs OQutputs Terminals
=Ha MAC
- AMC Neu*

Name : |AMC Neu

Description: |AMC

Communication to host

Controller interface

Interface type: | TLS

Port number: | 10001

Device communication Inherited from DMS

Bootloader: LCMYOOEZ.RUM

Program: ‘

Power supply supervision: []

No LAC accounting:

Right-click the AMC and select New object > New entrance.
DevEdit - [System configuration]
File Edit View Windows ?

Division: | Common i

+ XK ED|0 o284 8]
EVEF DMS AMC4-R4 Inputs Outputs Terminals
s MAC
New object b MNew entrance Ctrl+N J
Delete object Del New extension board Ctrl+E
Manage reader parameter sets

Set device communication password
ion to host
Change reader types

Copy

rface type: | TLS
Paste Ly

Port number: | 10001

Device communication Inherited from DMS

Bootloader: LCMVODEZRUN

Program: |

Powver supply supervision: [
No LAC accounting:

Division: | Commaon |

The New entrance dialog appears. Select an entrance model from the drop-down list. The
various door models are described in the manual or online help AMS configuration and

operation.

From their respective drop-down lists, select the first inbound and outbound reader types
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13.

that you plan to connect to your AMC.
Click OK.

File Edit View Windows ?
+ X[m0 w B[Ol |2 &SQ
=-H8 DMS AMC4-R4 Inputs Outputs Terminals
=-fa MAC
@52 AMC Neu

Description: [AMC

Name ; _AME Neu

Communication to host

New entrance

Controller interface

Interface type: | TL|  Options

1P address / host name: [xxx
Fort number: 10001
Device communication Inheri

Bootloader: LCMVI

Frogram: [LCMY]

Power supply supervision: []

Readers

No LAC accounting:

Division: | Come

Entrance model: (Y}

Max. number outputs/authorizations: | 7/ 0

2nd inbound reader (optional):

2nd outbound reader (optional): |— o reader defined — : : v‘

[]Mantrap option

15t inbound reader: |asuP : OSDP Reader : 0SDP v‘

1st outbound reader: | OSDP : OSDP Reader : 0SDP ~ ‘

— no reader defined — : : ” ‘

=

cancel

The device tree displays the door model and subordinate door and readers.

N DevEdit - [System configuration]
File Edit View Windows ?
F X[k e BE|DQ @&

Door model 01a

Common door with entry

0SDP  options Door control Verifications Additional settings  Offline Locking System

=% DMs
Ba MAC

52 AMC Neu e
= 4% Door model '
@ Door-1 Description:

w2 Entry Reader
Division:
Type:

Activate encryption:

Enhanced parameterization:

Cards

Exit Reader

GE

i Cornmon »

: | OSDP : OSDP Reader : OSDP

O

| -- No extended parameters -

and exit reader

Exit

Entrance

14. Accept the defaults or enter names for your door model, door and readers, plus a

description (optional).
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15. Click

16. Close the device editor window.

1.3

3.

You return to the main menu.

Defining card types

1. In the main menu, click Configuration > Options > Card definition.

(diskette icon) to save the configuration.

Access Management System: Main menu [Administrator] (Demo mode expires: 11/29/2021 05:16:11 PM)

File Edit Data Help

g Guard Tours
| -] Tour monitoring

r& System data

E.' Reports
E_.'n_ Configuration

In the Card definition dialog, select the card types that your system requires from the list
Available card types. Use the arrow keys to move the desired type or types to the Active

card types list.

Access Management System: Card definition [Administrator] (Demo mode expires: 11/25/2021 07:05:22 PM)

File Edit Data Help

QO = > ?
« Configuration
PIN
Ejy PN codes —
[E=] Card coding Active Card types: Available card types: + | x
£l
Name Number of bits | Description Name Number of bits |Description
| 56 Bit CSN 56 Standard Mifare Desfire (2 32bitcsn Standard Mifare (32 bit)
g Cardreader Bosch code & Bosch code (63 Bit) EM 26 26 EM 26 Bit Code
=] HD 26 ) Standard Wiegand 26 bit
ool HD 35 £ HID corporate 1000
Aryy Casd deution HD 37 a7 HID 37 bit code, CN-H103(
= HD 48 s HID 48 corporate 1000
1 Input mode 64 Manual input
|5__'T‘; Custom fields Serial readers (AMC2 4R4/L... 6 Serial readers (AMC2 4R4
i
2=l Forms
£
E*?} Debug logiles Properties of the Card type 56 Bit CSN
The area of card data containing the Division
Start: = Length: 0
Card encoding
1]2]3s[s(6|7]8[o[w 11213181516 17 1810 20 |21 ][22 | 23] 24 | 25| 2627 |28 20 |30 31 [32 |33 ]34 ]35
Fed |[FIF[FIF[FIF[F[F[FIF[F i FIrF[F F I = = e R A P I
Event
Evenz
odd1
odd2
|
Legend:
Parity masks Even 1: E1 Even2: E2 0dd 1: 01 0dd 2: 02
(max. 3 Groups): Facilty: F Codenr.: C Version: Language: L Customer: K

Click

(diskette icon) to save the configuration.
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Configuring an enrollment reader
1.

Select main menu > Configuration > Options > Card reader
Access Management System: Card reader [Administrator] (Demo mode expires: 11/25/2021 07:05:22 PM)

File Edit Data Help

« Configuration
BN P cos
codes

o

[Z=5] Card coding
¢ configuration

0101 o
I__.|5-'-ﬂ Card definition
1o

|Eﬂ' Custom fields

2=
I e

@“ Debug logfles

=] AC3-UXTEST-VMO1

&) AC3-UXTEST-VM02

Select the correct workstation and click the green + icon in the Workstations pane.
Select the type of enrollment reader that you have, or select reader type “Dialog” as the

default basic reader.

[

Click (diskette icon) to save the configuration.
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1.5 Configuring persons with cards and authorizations

1. Go to the main menu.

Access Management System: Main menu [Administrator] (Demo mode expires: 11/29/2021 05:16:11 PM)
File Edit Data Help

E Personnel data
| @ Visitors

g Guard Tours

| -] Tour monitoring

r& System data

E'D Reports
E__'ﬂ_ Configuration

2. Go to System data > Authorizations.
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Click [2,) to add an authorization. Enter a name for the authorization. Click Assign all

entrances and then click B to save it.

Access Management System: Authorizations [Administrator] (Demo mode expires: 11/29/2021 05:16:11 PM)
File Edit Data Help

= — ivision:
[;B‘U‘Qq « 5 = ¥ < 2 Division:
ey Authorization name: | Receptior] MAC: |MAC : MAC-1 : Common j
J Description: |
<] Authorizations
Time model: | :J
. - jon: will be withdrawn after
&9 Access profiles Inactivity limit: | being unused for the specified period
@ Areas
Entrance | Time management | Elevator | OTIS elevator | Parking lot | Arming intrusion detection | PegaSys |
{E}?- HR:;:;::“ Name [ pescri [From [To [ m [ out [pwision
Door model Entry and exit reader Qutside of the system Reception I T Common
Random
screening
PegaSys
Configuration
088-50
configuration

88. Person classes

; Person security

ers
profiles

m Calendar

Authorization profiles

for panels

Assign all entrances | Remove all entrances

Withdraw Assign all
authorization... | authorizations Remove all
Go to main menu > Personnel data > Persons
@Ac(ess System: Persons i ] (Demo mode expires: 11/25/2021 07:05:22 PM)
File Edit Data Help
RBEQ« «x » 0 <2 | ovison: | T - |

«ain menu T Frstname: [Tom
_"‘ o — =
Personnel no.: Date of birth: %

kg compenies person coss: TSR ~ | T
Company: - Title:
Car license no.:

Card no.: | Reader.. |»

@ Print badges

j X

PIN code ‘Address | Contact | Additional person data | Additional company data | Remarks| Card control | Elevator data | Extra nfo | Signature | Fingerprints|
3. Bocking swoet o
P City:

Blacklist
Group of
a:) persons
% Group
authorizations
£ s
& Change division

PegaSys
Stoppage card

Country, State: Nationality:

Bosch Security Systems
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Enter the last and first name of the person who should be allowed to pass through the

door, and select the “Employee” person class.

Click to save.

Access Management System: Cards [Administrator] (Demo mode expires; 11/25/2021 07:05:22 PM)
File Edit Data Help

EIERREERE) P~ &

Lostrome: [Brever
sthname: [
persomnelno: [
Person dass: Employee ~
Company: =
Carlicenseno: [

«Main menu

I Persons
ke companies

Print badges

Frstnome: [Tom

Date of birth: —
Gender: -
Title:

Cardno.: |

PIN code

[cardno. |Application type | PegaSys | Locks) | Cardvalidty | Collecting date | _Card code data

,ﬂ Blocking

§=Z Blacklist

Sevvﬂ::" ;’ Authorizations | Other data | Pegasys | Smartintego | 055-50 | Alert card | mtrusion
Group Access profile: ‘ Ll

authorizations.

Assigned access authorization

[~ Keep authorizations assigned

Filter: o/ o

Available access authorizations

Record card ‘»j

Dialog (Wiegand)
Dialog (Bosch)

{E} Aveas

Name [mac Time model | Valid from ve Name

Trac

[ Time model | Division

& Change division

PegaSys
E® stoppage card

ME EE

Go to the Cards menu.

The card for the previously selected person appears in the main dialog pane. Click the
arrow next to Record card and select the correct card reader.

File Edit Data Help

DOR[Q « « 5 » % <2 -5

«Main menu

R persons
kg companies

Print badges

-
srthname: [
persomnelno [
- o
Compory: [~
Garlicensenos [

Frstname: [Tam

Date of birth: =
Gender: ~
Title:

Card no.: |

Reader.. |»

PN code [Cardno. | Application type | PegaSys | Lockls) | Cordvalidty | Collec § x| 7 j
’B Blocking Usz:\::e 'F;‘ersunalmrd—L] Sne j
= Version: [0
B e Facilty code: [000001

Seoup ot Authorizations | Other data | P ¥ Sasty oo |

s egasys| Smartintego | 055-50 | Alert card | Intrusion | S | |

Group Access profie: | Cord dota type: ST ~ | -

authorizations Momberofbes: [J =

Assigned access authorization P | o/ 0

'G} Adess Name [mac Time model | Valid from [ve Name [mac [Time model | Division

{71 Change division

Ea PegaSys
ES sioppage cars

HE EE
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9.

Click Record card and enter a card number and the other data provided by your card
supplier. For Bosch MIFARE coded cards, enter MIFARE DESfire or MIFARE Classic, with
63 bit. For BOSCH cards, the Facility code is printed on the packaging and the card
number is printed on the card.

[E8) Access Management System: Cards [Administrator] (Demo mode expires: 11/25/2021 07:05:22 PM)

File Edit Data Help

QR Q «

< ?

« [ > ¥

«Main menu

Q persons
kg companies
PN Pt badges

PIN code
Jﬂ Blocking

55 Blackist

Group of
persons

0 oo
authorizations
{E} Areas

Sl Change dvision

== PegaSys
=6} Stoppage card

Last name: [Brever
Birth name:

st name: [Fom

Personnel no.: Date of birth: 5
Person dss: [Employee ~ Gender: 2
Company: ~ Title:
Car license no.:
Card no.: [00000000007 ; 5
[ card no. [Application type [ PegaSys  [Lock(s) [ cCardvalidty | Collecting date | _Card code data | | Record card ;l
/000000000001 Personal card || never Details

Authorizations | Other data| Pegasys | Smartintego | 055-50 | Alert card | ntrusion

Change card j
Delete card

Access profe: | ~| I~ Keep authorizations assigned

Assigned access authorization Available access authorizations fie:[ o/ 0

Name [mac Time model | Valid from ve Name [mac [Time model | Division
=l
- |
| < |
=]

To assign the new authorization to the person, use the arrow buttons to move

authorizations from the list Available access authorizations to the list
Assigned access authorization.

Click

Access

to save your work.

File Edit Data Help

System: Cards [

(Demo mode expires: 11/25/2021 07:05:22 PM)

«Main menu

! Persons
kea comoanies

Print badges

JZI PIN code
,ﬂ Blocking

iy Blackist

Group of
persons

0 oo
authorizations
{e} Areas

Slg Change dhision

PegaSys
=) Stoppage card

DBD:Q“::C&"<?

—
Birth name: ,—
personnelno: [
rerson dass: [Erpiores =]
Company: lﬁ
carfcenseno.: [

Card no.: [000000000001

First name: [Tom

Date of birth: =

Gender: ~

»

Title

[ card no. [ Application type [Lock(s) [ ard validity

[ Collecting date | Card code data_|

[Pegesys
2

Record card j

+ 000000000001 Personal card never Details.
Change card j
Delete card
Authorizations | Other data | Pegasys | Smartintego | 055-50 | Alert card | mtrusion |
Access profie: | | I Keep authorizations assigned
Assigned access authorization Available access authorizations Fiter: 2 3
Name [mac [Time model [ valid from ve Name [mac [Time model | Division
Reception MAC Reception Entrance MAC
Reception Ext maC

L]
=]
=

|

The card is now authorized for use at defined entrances.
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