KEEPING YOUR
SECURITY SYSTEM
IN GOOD SHAPE




Do you want to keep your security system in good shape?
That’s what you need for it:

Product information

Seamless system expansions

Business continuity

Long-term support
Predictable costs
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Software Maintenance Assurance from Bosch
The right solution for your needs — choose from two options

3

Bosch software
assurance GO is

automatically included for
all software products,
without additional costs

Building Technologies | BT-VS/MKC | 01/2021
© Robert Bosch GmbH 2021. All rights reserved, also regarding any disposal, exploitation, r

Bosch software
assurance PRO is an

orderable option with
further services for all
Bosch software products

BOSCH




Your need
Transparent product information

» Software can be very complex

» Transparent information on system
behavior, limitations, and known (security)
issues is essential

» Information needs to be accessible easily
and without the need to go through a
training
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Our solution for you
Unrestricted access to product information

» Various online portals with detailed product @ Bosc
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https://community.boschsecurity.com/
https://www.boschsecurity.com/xc/en/support/training/
https://www.youtube.com/user/BoschSecurity
https://psirt.bosch.com/security-advisories/

Your need
Seamless system expansion

Which system application do you need to expand? — We tailor the right solution from airport to office building
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Our solution for you
System compatibility

We guarantee that any Bosch camera launched up to two years after the launch of a BVMS version operates seamlessly!®

‘W) Operator Client - Control - Menitor 1

EEERC

Old BVMS
works with

newly
W _ released
=] a Aceept @ Workfiow “2‘% Clear f“ Un-Accept % Tml;\ata‘l ey ‘ Cameras
j rm Title te Date/Time Priority Event Type Device Server Infa

1/8/202010:18:34 | 20 Input State: Input 1(172.30.11 | 127.0.0.1

* In some cases the configuration of new cameras might require you to use the Bosch Configuration Manager. Newer cameras might work with older BVMS versions as well. However, our technical
support teams will not investigate issues with combinations that are released more than 2 years apart. ONVIF Profile S compliance is available from BVMS 10.0 onwards.
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Your need
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Our solution for you
Technical support services and requesting hotfixes

» Technical support via e-mail and telephone

» Entire team from first to third level is very
experienced

» Solution is provided as fast as possible



Your need
Confidentiality, Integrity, and availability

0

Data Security

[ BT (5

Confidentiality Integrity Availability

Information is only read by Information can only be Information can be accessed
people who are allowed to altered by people who are at all times
read it allowed to alter it (trust the

source of the information)

Data security consists of three main pillars

Source: An introduction to information security, National Institute of Standards and Technology
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-12r1.pdf

Our solution for you
Bosch Product Security Incident Response Team

Bosch Product Security Incident Response Team (PSIRT) ensure transparency regarding data security:

» Bosch is fully transparent on its digital security BOSCH Bosch PSIRT

Imvantad for life

challenges to ensure our customers have the same
knowledge as potential attackers

» Bosch informs customers about potential issues as
soon as we are aware of them

TBOSCH PSIRT

_F'roduct Security Incident Response Team

» Known vulnerabilities are published at:
https://psirt.bosch.com/security-advisories/

> Learn more about the PSIRT

16 Building Technologies | BT-VS/MKC | 01/2021 @ BOSCH
© Robert Bosch GmbH 2021. All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights.


https://psirt.bosch.com/
https://psirt.bosch.com/
https://psirt.bosch.com/
https://psirt.bosch.com/security-advisories/

Your need
Data security and legal compliance

» Security systems need to protect data and privacy

» Local requirements need to be fulfilled to prevent fines, e.g. GDPR (General Data Protection Regulation)

» Especially processing of personal data leads to more stringent regulations concerning its protection

What is personal data?

» Name » Social security no.

» Date of birth » License plate number
» Phone number » Photos

» Email » Videos
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Fines

Up to 4% of
worldwide
revenues or

20 Million Euros




Our solution for you
Security updates in product upgrades

» Constantly updated data security and privacy
protection measures in product upgrades

» Ensures highest level of data security and
privacy protection

» Supports you in fulfilling legal compliance
requirements
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Your needs
Long-term support and predictable costs

To safeguard your investment into the system, you need long-term support and predictable costs to plan

120
100
80
60
40
20

The future of system maintenance

As-Is To-Be
m Avoidable costs m Failure Demand
m Operational Costs m Value Demand

Source: The real technology costs of running an IT system
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Planned Planned
upgrade upgrade
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System Planned Planned
commissioned upgrade upgrade
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https://harbott.com/the-real-technology-costs-of-running-an-it-system-90c3a690b4fb

Our solution for you
Your system evolves together with its environment

AarmSie | DatefTime | Priority | Event Type [ Device | Management Server
820201018% 20 Input State Input 1 (1723011 127.0.0.1
182020 10:18 20 Input State (17230 27.00

BVMS 5.5 ... BVMS 10.0 BVMS ...
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ur solution for you

our system evolves together with its environment
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Our solution for you
Your system evolves together with its environment

AMS 1.0... AMS 2.0 AMS ...
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Solution
Overview

Customer need Assurance GO Assurance PRO

Comprehensive product information / /

(Access to knowledge base, how-to-videos, etc.)

Camera compatibility Seamless operation with any Bosch camera Seamless operation with any Bosch
launched up to two years after BVMS release camera as long as the SMA is valid

Technical support and hotfixes /

Transparency regarding data security

(The Bosch Product Security Incident Response Team (PSIRT) informs about / /
potential issues as soon as we are aware of them to)

Latest data security and quality updates

(Constantly updated data security and privacy protection measures in product
upgrades ensure highest levels of data security and privacy protection)
Long-term support and predictable costs

(Regular system upgrades ensure that the software and the related components are - /
supported throughout the lifecycle of the project. Continuous system maintenance and
regular upgrades prevent avoidable costs.)
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FREQUENTLY ASKED
QUESTIONS




Frequently asked questions
How to order an SMA

1

n Go to https://activation.boschsecurity.com
and export “Maintenance Extension Report”

Email “Maintenance Extension Report”

Licensing Together with SMA extension order Licensing

database database
SLMS Generate PDF file with \GRELALS)

updated information on
the SMA status

START

SMA expired

Country (CSO)
" how siia_ - order dook
END Email PDF file with Forwards order to BU
new SMA extension order desk
Report >

Central (BU)
order desk
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Check if SMA extension
order matches SMA
extension report

If order and report
match, expiry date in
the licensing database
is changed, otherwise
order is refused and
returned to Country
Order desk.

BOSCH



https://activation.boschsecurity.com/

Frequently asked questions

When does SMA start with a 1 year expansion?

SMA Expiry Date
1 year SMA expansion

System installation
License activation on Service expires,
30.11.2020 + 1YR Adding Expansion licenses new order required

B N Y
> D> > S

Bosch Software Assurance PRO

All expansions added are covered till the Base license
expires 2 29.11.2021
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SMA Expiry Date
2y 1 year SMA expansion

System installation SMA expansion ) )
License activation on ordered Service expires, new order
30.11.2020 (incl. all expansions required(incl. all expansions

with 1YR SMA expansion added untjl 11 2021) added until 11 2022)

Addif Expansion licenses AddiriExpansion licenses

Bosch Software Assurance PRO

System is covered by SMA PRO for 2 years including all
expansions.
Note: Order of SMA PRO expansion for one year must
include all expansion licenses added until 29.11.2021

BOSCH




Frequently asked questions
How do | upgrade my licenses in SLMS?

1

To upgrade the license to a new Version go to the Bosch Security Systems
Software License Manager https://activation.boschsecurity.com/.

3. Press the upgrade button to create the licenses
for the next version, in this case an upgrade from

1. Log on with your credentials 2. Open My Activations and select Product family: BVMS 2.2 to 2.3.

Weicome manuel hestieg@de boach com \Wieicome manuel hegtng Qide bosch.com Bosch S o Swas
osch Security Systems

Welcome manuel.hepting@de.bosch.com! ivati Software Licen YM-"""I"‘ ivati
. ade. . My Activations My Activations

Chok pars 2 actvate new lcenses. Sehect o Preduct Famly, BVMS Select a Product Family: BVMS

Clck bere to activale new koenses Your Product fxport 1o Excal
' Syslan; Identifier Installation Commeng Current Next Upgrade
Site | Version Version P9
= m gg: 3?‘;: 0006 00 nko test niko test 2 2 Upgrade
| Authorization Number 5707 0017 7882 7660 WBV-BPRO-22 (1)
I F T MBV-XCHAN-2Z (23)
Activation D618 §F93 4E44 3137 D4BS ADI7 2315 CEAD
‘ ot kool MBV-FALG-22 (1)
| Authorization Number 1481 6217 5204 2297 [WBV-XCHAN-22 (432) |
M Ace K > DCBS 676 y 3e0 | MBV-XDVR.22 (35)
A 6764 745F €082 3615 CEFY 43C0
S T el 1

Cick bore 10 activate new icenses
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https://activation.boschsecurity.com/

Frequently asked questions
Other questions

Can | purchase software assurance What is the cost of software

PRO for longer than 1 year? M assurance PRO?

We add 1 year SMA expansion to each software offer The annual fee for a 1 year software assurance

by default. This can be manually extended to up to five expansion is 12% of the license fee. There are no
years by increasing the quantity of the SMA expansion additional discounts when multiple years of software
items. Please approach your Bosch sales assurance are bought.

representative if you need more than five years.
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Frequently asked questions
Other questions

How is it handled when a user
expands his system during the year?

What happens if the end user Does he get one-year free coverage
changes integrators? M for the expansion?

At request of the legal owner of the system, activation Any subsequent expansions are automatically covered
management can be transferred from one account to under SMA for the remaining period covered by the
another in SLMS. The end user has to provide license original installation. For example, assume a user
information to the new system integrator. activates his original installation on January 1st, then

expands his system in April. The entire system,
including the expansion, is covered under SMA until
December 31st. When he purchases an SMA
extension, it must be for the entire system, including the
expansion.
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Frequently asked questions
Other questions

Can | purchase SMA for a project with s it possible to renew an SMA after it
tender requiring 5 year SMA? M has expired?

Yes. Yes.

Please approach your Bosch sales representative if you A customer must order the software assurance

need more than five years. components to cover the lapsed years since the

agreement expired.

E.g., three years after expiration, the customer would
need to order 3 years’ worth of software assurance
coverage.
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Frequently asked questions
Other questions

| have some channel licenses in my
system that are actually not used. Can
| order SMA only for the used
channels?

The set of activated licenses in the system has to
match SMA order. However, you can distance yourself
from the unused licenses. We will give you a new
system license (excluding the unused licenses) that you
can use to order an SMA extension.
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THANK YOU!



