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1 Scope

This document describes the usage of the Bosch edge Intelligent Video analysis (IVA) via the standard interface ONVIF.
With ONVIF (Bosch FW 6.10 and higher) it is supported to receive Analysis Events based on the IVA rule engine on the
edge and the metadata stream in the ONVIF format.

Further information on the Bosch IVA: http://www.boschsecurity.com/hdsecurity/Default.aspx?language=en&tab=inteligent-
video-analysis

2 IVA Events via ONVIF

IVA Events via ONVIF are based on the IVA rule engine of the Bosch camera on the edge, the Bosch device supports up to
eight IVA rules. The configuration of the rules needs to be done on the webpage of the device.

2.1 List of Supported IVA rules

e Object In Field

e Crossing Line

e Loitering

e Condition Change
¢ Following Route
e Removed Object
e Idle Object

e Entering Field

e Leaving Field

e  Similarity Search
e Crowd Detection
e Counter (Alarm)

Supported Analytic AVIOTEC IP starlight 8000 (only available with this camera Model)

e Fire Alarm
e Smoke Alarm

ONVIF IVA event message contains the video source the event type and the rule name (see screenshot on page 3).

All IVA events are part of the ONVIF request GetEventProperties, furthermore it is supported to dynamically create new
IVA rules. In case a new IVArule is created on the camera the GetEventProperties needs to request it by the ONVIF client
again. Changes of created rules (eg. moving a crossing line etc.) do not require an update of the GetEventProperties.

Note: To be backward compatible all IVA events are transmitted as motion alarm event, too.
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Example of IVA Event Messages:

6114

Bosch Events
Identification v Filters
mﬁfz Arrival time Operation Source Data
Network settings D inftiakzed:
O nvl F User management
Certificates n bject t f ? 1
Relays tnsl:VideoSource/MotionAlarm Initialized VideoSourceToken: 1 State: true
13:58:12 tnsl:VideoSource/SignalLoss Initialized VideoSourceToken: 1 State: false
13:58:12 tnsl:Device/Trigger/Relay Initialized RelayToken: 1 LogicalState: inactive
NVT 13:58:12 tnsl:Device/Trigger/Digitallnput Initialized InputToken: 1 LogicalState: false
13:58:12 tnsl:Device/Trigger/Digitallnput Initiafized InputToken: 2 LogicalState: false
|
Live video 13:58:17 tnsl:VideoSource/MotionAlarm Changed VideoSourceToken: 1 State: false
Video streaming
Imaging settings 13:58:22 tngiflidecSougge/MotionAlar Changed VideoSeugeToken: 1 Statghtrue
Profiles 13:58:40 :NA/Oth#Fleldlcmical_u two Changed \ﬁdeoSc%eToken: 1 Statd false
tnsl:VideoSourge/MotionAlarm Changed VideoScufeToken: 1 Statd false
tnsl:IVA/ObjedfinField/critical_area_| Changed VideoSoufceToken: 1 Statd true
tnsl:VideoSougte/MotionAlarm Changed VideoSoufceToken: 1 Statd true
tns1:IVA/Obj :lane(d/(nliE_vemt mmehmged VideoSoufceToken: 1 {
tnsl:VideoSougce/MotionAlarm g ““Changed VideoSoufceToken: 1 State: false
InField/critical_area_two Changed ¥ VideoSoutceToken: 1 State: true
DA arm Changel/| 1 State: true
tnsl:IVA/ObjectinField/Person_in_critical_area_one Changed VideoSourceToken: 1 State: true
tnsL:IVA/CrossingLine/Man_crossed_the line Changed VideoSourceToken: 1 State: true
tns1:VA/ObjectinField/Person_in_critical_area_one Changed VideoSourceToken: 1 State: false
tnsl:IVA/Crossingline/Man_crossed_the_line Changed VideoSourceToken: 1 State: false
13:58:57 tnsl:IVA/ObjectinField/Person_in_critical_sres_one Changed VideoSourceToken: 1 State: true
13:59:01 tnsl:IVA/ObjectinField/Person_in_critical_area_one Changed VideoSourceToken: 1 State: false
13:59:02 tnsLIVA/ObjectinField/critical_area_two Changed VideoSourceToken: 1 State: false

2.2 Configuration of OVA rules via the camera website

Camera webpage => Settings => Alarm => VCA => Configuration

DINION IP ultra 8000 MP

Live Playback

Live | Settings [l?
> General -3 [ Tasks |Metadeta Geneiaion | Metadata Inspection |
» Web Interface = Surveillance Tasks i
» Camera i) & Detect any object ]
» Recording FH
S Q & Alam at the Door @
Alarm Connections * SO -
vcA ° ade
Audio Alarm L*‘ Person in the critical area [¢]]
Alarm E-Mail
Alarm Task Editor g
» Interfaces = o
» Network ®ﬂ
» Service IILI a
a8
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3 ONVIF Metadata

3.1 Onvif Metadata Features coverage FW 6.50 an newer

e Object coordinates

e Center of Gravity

e Object ID

e Polygon points

e Bounding box coordinates

e Polygon points

e Geolocation information of Objects
¢ velocity of the objects in [m/s] *

e area/size information in [gm] *

e Class candidate *

o Class;
=  Human
= Face
= Vehicle’
= Other
o Extension (more details)
= Head
=  Group
= SmallObject
= Fire
=  Smoke
= Car
= Bike
= Truck
= Other

e counter as an event (only in the metadata stream)
e Eventto Object mapping

The events show the object ID of the object, which triggered the event
e Source information (line) of object for MIC fusion 9000

*Camera needs to be calibrated via website or Bosch tools

Note: The ONVIF Metadata (MetadataConfigl) must be added manually to the ONVIF profile
Note: Due error in the ONVIF Metadata Spec ‘Vehicle’ is signaled as ‘Vehical’
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Example of the ONVIF Metadata stream:

<tt:MetadataStream>

1;?[_1:“;2;'23” right="-0.07" left="-0.60"/> I - Boumd!'ng Box

<tt:VideoRAnalytics>
<tt:Appearance, velocity="13.23" area="252.61">
<tt,
I(ct:Bnundinanx -0.52"
tt:CenterCfGra 0 33r
<tt:Polygon>
<tt:Point v="-0.48"/>
<tt:Point -0.48"/>
<tt:Point -0.47"/>
<tt:Point -0.47"/>
<tt:Point -0.46"/>
<tt:Point ~-D.45"/>
<tt:Point -0.45"/>
<tt:Point -0.43"/>
<tt:Point -0.43"/>
<tt:Point -0.43"/>
<tt:Point -0.43"/>
<tt:Point -0.44"/>
<tt:Point —-0.44"/>
<tt:Point -0.43"/>
<tt:Point -0.43"/>
<tt:Point -0.42"/>
<tt:Point . "-0.41"/>
<tt:Point -0.38"/>
<tt:Point -0.37"/>
<tt:Point "-0.35"/>
<tt:Point -0.33"/>
<tt:Point -0.31"/>
<tt:Point "-0.30"/>
<tt:Point -0.26"/>
<tt:Point -0.23"/>
<tt:Point "-0.23"/>
<tt:Point -0.23"/>
<tt:Point -0.24"/>
<tt:Point . "-0.25"/>
<tt:Point -0.25"/>
<tt:Point -0.28"/>
<tt:Point "-0.31"/ >
<tt:Point -0.33"/>
<tt:Point -0.35"/>
<tt:Point "-0.35"/>
<tt:Point -0.35"/>
<tt:Point /="-0.35"/>
tt:Point y="-0,34"

</tt:Polygon>
</tt:Shape>
<tt:Class>

e

<tt:

ClasaCandidate>

<tt:TyperVehical</tt:Type>
<tt:Likelihood>»87.00</tt:Likelihood>
</tt:ClassCandidate>

Extension>
<tt:0therTypes>

<tt:TyperCar</tt:Type>

<tt:Likelihood>87.00</
</tt:0therTypes>

tt:Likelihood>

7T
</tT:Class>
<tt:GeoLocation lon="49.4698867" 1
</ttiAppearance>

</ttiCbject>
</tt:Frame>
</ttiVideoknalytics>
</tt:MetadataStream>

at="11.0806473" elevation="0.00"/> ¥

L —— Objectld

81|14

velocity and Object size

— 0(ygons

——

[ Object Type

Geolocation

Example of the ONVIF Metadata stream Event to Object Mapping

2 [Fl<triMetadataStream>

<tt:Event>
<wsnt:NotificationMessage>

<want:Topic Dialect="http:

<want:Message>

<tt:Message UtcTime="2018-02-22T10:30:53.6750" PropertyCperation

<tt:Source>

<tt:Simpleltem Name="Source" Value="1"/>

</tt:Source>

Changed">

i

LtiEe

<tt:Simpleltem Name="ObjectID" Value="343"/>

<tt:Data>

LriData

<tt:Simpleltem Name="State" Value="true"/>

</tt:Message>
</wsnt:Message>

</wsnt:NotificationMessage>

</tt:Event>

</tt:MetadataStream>

'www.onvif.org/verl0/tev/topicExpression CDncrEteSEt'{tnsl:IVA./C!‘OSsing].ine/Crossingﬁlin&72l.fw5nt:TUDiC}

T — Analytic Type and

—

Nawme

S Video Line

Ojetec which
triggered the Rule

Status true/false
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4 MIC fusion 9000

The Bosch MIC fusion contains a visible and a thermal camera and provides fusion of the Metadata of both cameras.

MIC IP fusion 9000i
Concept: Fusion of Metadata from both camera streams

Scenario 1 : independent metadata stream
*  Operator can view both the

d |:| streams simultanecusly
an ]
| | = Two independent metadata
steams
Visible Stream . 1x visible
visible FIR

1x FIR, thermal

>
*Video
Analytics
[

VIS + FIR fusion
metadata Scenario 2 : Fusion of Metadata

Operator views only one stream

e.g. visible camera

or = Inthe metadata it is signaled
where are the metadata comes
form as line information

— fusion fusion *  No line mentioned

=> acutely video stream

VIS stream with fused metadata

FIR stream with fused metadata

* Lline=X
=>»the other stream

It is supported to use the MIC fusion in two modes (fusion mode needs to be disabled on camera)

1. Two channel device with two separate metadata streams
The camera behaves like a normal multi-channel device with two independent video and metadata streams

2. Fusion of visible and thermal metadata information
the camera fuses (merges) the two metadata steams into one, with this, the operator can get the thermal metadata
information in the visible video and the other way around.
The source information of the origin of the object is part of the ONVIF metadata object information and indicated
like this:

a. None line information => Object was detected in the currently viewed stream
b. Object line ‘X ‘=> Object was detected on the other stream number X

Example:
The thermal stream is viewed (stream #2) and an object is detected in the visible stream (stream #1).

Metadata

] \dent\ﬁcaFlon @ Filters O J i etecte on St["eam #1
Time settings (%) Metadata details
Maintenance ‘
Network settings | 2y,
ONVIF e | oo

TFrame ime= 706:20.
- <tt:Object Objectld="99" VideoSourceToken="1">

Certificates

- <ttiShape>
<tt:BoundingBox bottom="0.63" top="1.31" right="-1.47" left="-1.99"/>
<tt:iCenterOfGravity x="-1.74" y="0.97"/>
«/t:Shape>

</tt:Appearance>
</tt:Object>
</tt:Frame=
</tt:VideoAnalytics=
Video streaming - <tt:MetadataStream>
Metadata
PTZ control

Profiles

Live video

m #2

| 2:m26x 1251 ]

Thermal Stre

[meta type: Event
Live video ns1: VideoSource/MotionAlarm:
Video streaming

[meta type: Event

Metadata ns1: VideoSource/MotionAlarm:
PTZ control [reta type: Event
Profiles ns1: VideoSource/MotionAlarm:

Lmata type: Event
nsT: VideoSource/MotionAlarm:

[meta type: Event
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5 Appendix

5.1 Featureset on older FWs

A
10|14

With FW 6.10 and higher it is possible to receive metadata in the ONVIF format from Bosch cameras. The metadata

contain following information for the bounding Boxes:
e Object coordinates
e Center of Gravity
e ObjectID

With FW 6.40 the ONVIF Metadata support is extended by:
e Polygon points
e Class candidate *
o Human
o Car
o Truck
o Bike
e Likelihood
e Bounding box coordinates for AVIOTEC camera (Fire/Smoke)
e Source information (line) of object for MIC fusion 9000

With FW 6.50 the ONVIF Metadata support is extended by:
e Geolocation information of Objects
¢ velocity of the objects in [m/s] *
e area/size information in [gm] *
e Class candidate *

o Class;
=  Human
= Face
= Vehicle’
= Other
o Extension (more details)
= Head
=  Group
= SmallObject
= Fire
=  Smoke
= Car
= Bike
= Truck
= Other

e counter as an event (only in the metadata stream)
e Event to Object mapping
The events show the object ID of the object, which triggered the event
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5.2 GetEventProperties Description

2. GetEventProperties
Description:

The WS-BaseNotification specification defines a set of OPTIONAL W5-ResouceProperties. This speciication does not require the implementation of the
WS-ResourceProperty interface. Instead, the subsequent direct interface shall be implemented by an ONVIF compliant device in order to provide
information about the FitterDizlects, Schema files and topics supported by the device.

SOAP action:
http:/ fwww.onvif.org/verl 0/ events/wsd|/EventPort Type/GetEventPropertiesRequest
Input:

[GetEventProperties]

Output:

[GetEventPropertiesResponse]
= TopicNamespacelocation - unbounded; [anyURI]
List of topic namespaces supported.

False => IVA Rules can be changed
" Setoftopks ppred. dynamically

= TopicExpressionDialect - unbounded; [TopicExpressionDizlect]
Defines the XPath expression syntax supported for matching topic expressions.
The following TopicExpressionDizlects are mandatory for an ONVIF compliant device :
* http://docs.oasis-open.org/wsn/t-1/ TopicExpression/Concrete
* hittp://www.onvif.org/verl0/tev/topicExpression/ConcreteSet.
= MessageContentFilterDialect - unbounded; [anyURI]
Defines the XPath function set supported for message content filtering.
The following MessageContentFilterDialects should be returned if a device supports the message content fitering:
» hittp:/fwww.onvif.orgfverl0/tev/messageContentFilter/ TtemFilter.
A device that does not support any MessageContentFiterDialect returns 3 single empty url.
ProducerPropertiesFilterDialect - optional, unbounded; [anyURI]
Optional ProducerPropertiesDialects. Refer to Web Services Base Notification 1.3 (WS-BaseMotification) for advanced fikering.
MessageContentSchemalocation - unbounded; [anyURI]
The Message Content Description Language allows referencing of vendor-specific types. In order to ease the integration of such types into a
client application, the GetEventPropertiesResponse shal list all URI locations to schema files whose types are used in the description of
notifications, with MessageContentSchemalocation elements.
This list shall at least contain the URT of the ONVIF scherma file.
= ysd:any
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5.3 Example of GetEventPropertiesResponse of IVA event

=
<tev: TopichamespaceLocation=hitp:fwww onviforgfonvifiveri 0/topicsftopicns . zmil<ftev: TopichlamespaceLocation:
<wsntFmedTanicset-false<fyEnt FizedTopicSet
“pERETRpiCEeL

“tnsiidegsaures

<tnsi;Deyicer

«fns1;Deyices
=tnsl s>
e i
<Retect any ahisct WatnpAgRic="trua">
<Messaeesantion. 13 Fropemy="rue">
<Rnuuces
< EimeleiemResiptian Name="Source” Type=|i:ReferanceTaken
<M E0UIEE >
DAt
<EimeletemPesiptian Name="51ate" Type="35;baolean’/>
</tkREE

1."D.EIEEL.,¢HMJJ}E;HP
</ZplectinField:
«QbjscunEisld-
<Alarm, aLthe Doorwsloniopis="true">
{Wﬁ.mhm rue™>
“PeSRuIse>
<LAimalelemResciplian Name="3ource” Type="{1:RefarenceToken" >
H;as..u.w

L&mmgummgmm“aﬂd State” Type="y5banlsan/>
M}
Mm>
</bjectngield=
p Pl
<Hed.line cnzzad watnpinpin="true">
< iezsagenescnntion 1s Bropery="rue">
<f:SRUrce>
<t:SimplaitemBesciptian Mame="2ource” Type="t::ReferanceTaken’/>
<hSauces
<HLDaE>
<t:SimplatemBesciptian Hame="21ate" Type="35:boolean’/>

<fEource:

<iSimplatemRescriptipn. Name="5curce” Type="t:AeferencaToken’ >
<MEauICe>
<n:DatEs

< EimeletemBesiptian Name="51ate" Type="35;boolean’/>
<f0ata=

<wsnt:TopicExpressionDizlect: httpyfwww_onvif. org/veridftevitopicExpression/Concrete Set</wsnt: Topic Expression Dialects
<wENtTopicExpressionDizlect: httpsfdocs.oasis-open.orgfwsnft-1/ Topic Expression/Concrete«wsnt:Topic ExpressionDialect:
<tev:MessageContentFilterDialect=hitp'www omviforgfverioftev/message ContentFilter/ltemFilter </tev-MessageContentFilter Dialect>
<tev:MessageContentSchemalocation - http:fwew onviforgfonvifiverid/schema/onvif xsd</tev: MessageContentschemalocation:

<tEMGEIENeIIEIRR Rz REsRansE "
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5.4 Add Metadata configuration to ONVIF profile

Bosch Profiles
Identification _
Time settings Lﬂ-ﬁg Details:
Maintenance JPEG__L'LSB [w] Start view expanded

’ Metwork settings name: H264_L151

O nVl F User management token: 0
Certificates fixed: False
Relays (%) Video Source Configuration: DINION IP ultra 8000 P

£,

Web page — .
Events |:) Video Encoder Configuration: 12MP Balanced |

| Create || Delete || Edit || Select |

Live video
Video streaming
Imaging settings
Metadata
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