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Product Security Information
Intel Chipset Device Software INF Utility Information

Disclosure Vulnerability
BOSCH-SI-2024-0301BT

Overview

The Intel Chipset Device Software INF Ultility is responsible for installing the Windows INF files, where
the INF file provides the operating system with information about a piece of hardware on the system.
Thus, allowing the operating system to display the correct name for that piece of hardware in the
Device Manager. The Intel Chipset Device Software INF Utility versions prior to 10.1.18088.8158 may
allow information disclosure, therefore Bosch strongly recommends upgrading the Chipset INF Utility
according Supermicro recommendations to fix the vulnerability and strengthen the system security.

Affected Products

Bosch DIVAR [P all-in-one 5000 (DIP-52xx)
Bosch DIVAR IP all-in-one 7000 (DIP-72xx)
Bosch DIVAR IP all-in-one 7000 R3 (DIP-73xx)

Technical Details

1.1 Considered Common Vulnerabilities and Exposures (CVE)
CVE-2019-14596 (CVSS v3 Base Score: 5.5 Medium)

1.2 Vulnerability Details

CVE-2019-14596

Improper access control in the installer for Intel(R) Chipset Device Software INF Utility before version
10.1.18 may allow an authenticated user to potentially enable denial of service via local access.

1.3 References
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00306.html|
https://nvd.nist.gov/vuln/detail/CVE-2019-14596

Solutions and Mitigations

The Intel Chipset Device Software INF Utility shall be updated by installing the Intel INF driver,
provided, and recommended by the motherboard vendor, Supermicro. The driver version shall respect
the product family as described next:

*= Bosch DIVAR IP all-in-one 5000 (DIP-52xx) - v10.1.18836.8283

= Bosch DIVAR IP all-in-one 7000 (DIP-72xx) - v10.1.18661.8255

= Bosch DIVAR IP all-in-one 7000 R3 (DIP-73xx) - v10.1.18836.8283
Therefore, the following procedure should be applied to successfully upgrade the Intel Chipset Device
Software INF Utility driver.
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00306.html
https://nvd.nist.gov/vuln/detail/CVE-2019-14596
https://www.supermicro.com/wdl/driver/Intel_INF/CoffeeLake_Series_Chipset/Chipset_v10.1.18836.8283.zip
https://www.supermicro.com/wdl/driver/Intel_INF/Purley_Whitley_Chipset/Chipset_v10.1.18661.8255.zip
https://www.supermicro.com/wdl/driver/Intel_INF/CoffeeLake_Series_Chipset/Chipset_v10.1.18836.8283.zip
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Warning!

The system will restart at the end of the upgrade process. Please save your work and close all
applications before rebooting to avoid data loss or interruption. Please also note that the reboot may
result in a recording gap for a short period of time.

1) Sign in to the BVRAdmin administrator account.

2) Download the Chipset driver version according to the product family as mentioned before.
3) Extract the zip file and run the executable "infinst_autol.exe”.

4) Click on [Next] of Welcome driver installation.

Intel(R) Chipset Device Software

Welcome

You are about to install the following product:
Intel(R) Chipset Device Saftware
It is strengly recommended that you exit all programs before continuing.

Press Mext to continue, or press Cancel to exit the setup program.

5) Click on [Accept] of License Agreement.

Intel(R) Chipset Device Software

License Agreement

INTEL SOFTWARE LICENSE AGREEMENT -
(OEM [ IHV /18V Distril{/\\stion & Single User)

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.
Do not use or load software (including drivers) from this site or any associated
materials (collectively, the "Software") until you have carefully read the following
terms and conditions. By loading or using the Software, you agree to the terms of
this Agreement, which Intel may modify from time to time following reasonable
notice to You. If you do not wish to so agree, do not install or use the Software,
Please Also Note:

If yau are an Criginal Equipment Manufacturer (OEM), Independent
Hardwa re Vendor (IHV) or Independent Scftware Vendor (ISV), this complete
LICENSE AGREEMENT applies;

If you are an End-User, then only Exhibit A, the INTEL SOFTWARE LICENSE

AGREEMENT, applies. "
oo |

6) Click on [Install] of Readme File Information.

Intel(R) Chipset Device Software intel'

Readme File Information

R AR AR AR AR A AR R AR AR AR AR AR A AR RS AR R R R AR AR TS AR AR SR
Intel Corporaticn discleims zll warranties and lisbilities
for the use of this document and the infermation contained
herein, and assumes no responsibility for any errors which
may appear in this document, ncr does Intel make a
commitment to update the information contained herein.

Intel reserves the right teo make changes to this document at

any time, without notice.
R R AR R AR IR R AR R AR I AR AR AR AR E AR AR AR R R AR A T A

AR R AR R AR E AR TR A AR R AR R AR IR R I R AA AR A R AR AR R T AR

* Intel is a trademark or :Eg%tered trademark of Intel Corpors
or its subsidiaries in the United States and other countries.
* Other brands and names are the property of their
respective owners.

Copyright {c) Intel Corporaticn, 1997-2020

>
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7) Click on [Restart Now] to complete installation.

Intel(R) Chipset Device Software " b ]

g (inteD) !

Completion )
You have successfully installed the following product:

Intel(R) Chipset Device Software

You must restart this computer for the changes to take effect.

View Log Files

A
3|4

8) Validate if the new version was successfully installed on Control Panel > Programs and Features

[ Programs and Features

« v 4 @ » Control Panel > All Control Panel items > Programs and Features
Control Panel Home :
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Tum Windows features on or
off N
Organize ~

Name : Publisher

8 intel(R) Chipset Device Software Intel(R) Corporation 2/26/2024

“~_. Currently installed programs Total size

Ly

Notice!

Installed On  Size

— [m] X

v ®| | Search Programs and Features 0

Version =

267MB  10.1.18836.8283

For consistent functionality, compatibility, performance, and security, regularly update the software to
the latest approved version throughout the operational life of the device.

Material Lists
Bosch DIVAR IP all-in-one 5000

Family Name CTN

DIVAR IP all-in-one 5000  DIP-52401G-00N
DIVAR IP all-in-one 5000 DIP-52441G-4HD
DIVAR IP all-in-one 5000 DIP-52481G-4HD
DIVAR IP all-in-one 5000 DIP-524CIG-4HD
DIVAR IP all-in-one 5000 DIP-5240GP-00N
DIVAR IP all-in-one 5000 DIP-5244GP-4HD
DIVAR IP all-in-one 5000  DIP-5248GP-4HD
DIVAR IP all-in-one 5000 DIP-524CGP-4HD

SAP#

F.01U.361.821
F.01U.362.424
F.01U.362.423
F.01U.362.422
F.01U.359.551
F.01U.359.552
F.01U.359.553
F.01U.359.554

Bosch DIVAR IP all-in-one 7000 (DIP-72xx)

Material description

Management Appliance w/o HDD
Management Appliance 4x4TB
Management Appliance 4x8TB
Management Appliance 4x12TB
Management Appliance GPU wo HD
Management Appliance GPU 4x4TB
Management Appliance GPU 4x8TB
Management Appliance GPU 4x12TB
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Family Name

DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000

CTN
DIP-7280-00N
DIP-7284-8HD
DIP-7288-8HD
DIP-728C-8HD
DIP-72G0-00N
DIP-72G8-16HD

DIP-72GC-16HD

SAP#

F.01U.362.591
F.01U.362.592
F.01U.362.593
F.01U.362.594
F.01U.362.595
F.01U.362.596
F.01U.362.597

Bosch DIVAR IP all-in-one 7000 R3 (DIP-73xx)

Family Name
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000
DIVAR IP all-in-one 7000

CTN
DIP-7380-00N
DIP-7384-8HD
DIP-7388-8HD
DIP-738C-8HD
DIP-73GO0-00N

DIP-73G8-16HD
DIP-73GC-16HD

Document Change Log

2024.03.06 — Revision 1.00: Initial Release

SAP#
F.01U.385.539
F.01U.385.540
F.01U.385.541
F.01U.385.542
F.01U.385.543
F.01U.385.544
F.01U.385.545

Material description

2U Management Appliance w/o HD
2U Management Appliance 8x4TB
2U Management Appliance 8x8TB
2U Management Appliance 8x12TB
3U Management Appliance wo HDD
3U Management Appliance 16x8TB
3U Management Appliance 16x12T

Material description
Management appliance 2U without HD
Management appliance 2U 8X4TB
Management appliance 2U 8X8 TB
Management appliance 2U 8X12 TB
Management appliance 3U without HD
Management appliance 3U 16X8TB
Management appliance 3U 16X12 TB
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